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Kaspersky® Open Space Security

A progressive and integrated approach to protecting corporate networks

Includes, centrally managed:

v Endpoint Protection v Centralised Remote Management KAfPzRficv

v Anti-Virus v Host-Based IDS

v Anti-Spyware v Registry & Application Guard

v Anti-Rootkit v Application Integrity Control [T — —
v Firewall v Support for Cisco® NAC (Network Admission Control) Kaspersey

v Anti-Spam v Scalable, With Multi-Platform Support Upen Space

Security

About Kaspersky® Open Space Security:

Kaspersky® Open Space Security is a customisable security suite expressly designed to protect
enterprise information systems from disruption by existing and potential cyber threats.
Combining antivirus, anti-spam, anti-spyware and protection against phishing and rootkits in one
package, the solution combines the use of traditional signature-based anti-virus technology with
the ability to monitor system processes to look for malicious programs. The software provides
separate policies for mobile devices, which take effect when a device is disconnected from the corporate network.
Developed to run in a multi-platform environment, the solution’s scalable components ensure increased productivity. The
award-winning centralised management console, Kaspersky® Administration Kit, enables centralised installation,
configuration, monitoring and management in accordance with your enterprise security policy. A versatile enterprise-
focused licensing scheme, support for cluster technology and an extended set of applications secure effective and
customisable threat protection.

About Kaspersky Lab:

Kaspersky Lab delivers the world’s most immediate protection against IT security threats, including viruses, spyware,
crimeware, hackers, phishing, and spam. Kaspersky Lab products provide superior detection rates and the industry’s
fastest outbreak response time for home users, SMBs, large enterprises and the mobile computing environment.
Kaspersky® technology is also used worldwide inside the products and services of the industry’s leading IT security
solution providers. Learn more at www.kaspersky.co.uk . For the latest on antivirus, anti-spyware, anti-spam and other IT
security issues and trends, visit www.viruslist.com.

Kaspersky® Open Space Security Component Structure Overview:
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-- Kaspersky Work Space Security [KOSS 1]
--- Kaspersky Business Space Security [KOSS 2]
---- Kaspersky Enterprise Space Security [KOSS 3]

------ Kaspersky Total Space Security [KOSS 4]
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Kaspersky® Work Space Security:

Kaspersky Work Space Security provides centralised protection for workstations both on the corporate network and those
used remotely from all types of contemporary Internet threats, including viruses, spyware, hacker attacks and spam.
Exercising full control over incoming and outgoing data (including email, web traffic and network interactions) on the PC,
the solution ensures full security for users, whether they are in the office or out and about.

Product Highlights Additional Features

* Integrated protection from viruses, spyware, ¢ Centralized installation and administration

hacker attacks and spam + Support for Cisco® NAC (Network Admission Control)

+ Proactive protection from new or unknown e On-the-fly scanning of email and Internet traffic

malicious programs + Pop up window & banner blocker during Internet use

+ Personal firewall with IDS and IPS + Security when working on any type of network, incl WiFi

* Roll back of any malicious changes made to the < Tools to create a rescue disk

system + Advanced system for reporting system status

« Protection from phishing and spam attacks + Automatic updates to databases

* Intelligent redistribution of resources during full < Full support for 64-bit platforms

system scans + Laptop optimised (Intel® Centrino® Duo mobile technology
integration)
* Remote freatment using Intel® Active Management (Intel®
vPro™)

Component List Supported Platforms / Operating Systems

+ Kaspersky® Anti-Virus for Windows Workstation + Workstations: Microsoft Windows (including 64-bit) & Linux
+ Kaspersky® Anti-Virus for Linux Workstation

Kaspersky® Business Space Security:

Kaspersky Business Space Security provides high-quality protection for corporate assets from all types of contemporary
Internet threats. Expressly designed to meet the increasing demands of servers operating under heavy loads, this solution
provides protection over workstations and file servers from all types of viruses, Trojans and worms, prevents epidemics
and keeps information secure and fully accessible to users of network resources.

Product Highlights Additional Features
+ Scalable, with centralised installation and < Proactive protection from new and unknown malicious programs
administration + On-the-fly scanning of email and web traffic
+ Support for Cisco® NAC (Network Admission < Personal firewall with IDS and IPS
Control) + Security when working on any type of network, including WiFi
* Integrated protection for workstations and file < Self-defense technology from malicious programs for the anti-
servers from all types of Internet threats virus solution

« iSwift technology prevents superfluous repeat ¢ Quarantine storage of suspicious objects
scans of data within the network & server processor + Automatic updating of databases

load balancing

* Quarantine of infected workstations

* Roll back for malicious changes made to the

system
Component List Supported Platforms / Operating Systems
As for Kaspersky Workspace Security, plus: « Workstations: Microsoft Windows (including 64-bit) & Linux
+ Kaspersky® Anti-Virus for Windows Server * File servers; Microsoft Windows (including 64-bit), Novell Netware,
+ Kaspersky® Anti-Virus for Linux File Server Linux & Samba

+ Kaspersky® Anti-Virus for Samba Server
+ Kaspersky® Anti-Virus for Novell NetWare
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Kaspersky® Enterprise Space Security:

Kaspersky Enterprise Space Security ensures a free flow of information within the company and secure communication
with the outside world. The solution comprises components for the protection of workstations and servers from all types of
contemporary Internet threats; it removes viruses from email and keeps information secure and fully accessible to users of

network resources.

Product Highlights

 Protection for workstations and servers from

viruses, Trojans and worms

* Protection for mail servers incl Sendmail, Qmail,

Postfix & Exim

+ Scanning of all messages transmitted via Microsoft

Exchange servers

+ Scanning of messages, databases and other

objects on Lotus Notes/Domino servers

* Protection from phishing and spam attacks

* Blocking of virus epidemics

« Scalability

Component List

As for Kaspersky Business Space Security, plus:

+ Kaspersky® Anti-Virus for Microsoft® Exchange
+ Kaspersky® Anti-Virus for Linux Mail Server

+ Kaspersky® Anti-Virus for Lotus Notes/Domino

Kaspersky® Total Space Security:

Additional Features
+ Centralised installation and administration
+ Support for Cisco® NAC (Network Admission Control)
+ Proactive protection from malicious programs
+ Personal firewall with IDS and IPS
+ Security when working on WiFi networks
+ On-the-fly scanning of web traffic
* Roll back of malicious changes made to the system
* Intelligent resource redistribution during full system scans
+ Quarantine of infected and suspicious objects
+ System for reporting on system status
+ Automatic updating of databases
Supported Platforms / Operating Systems
« Workstations: Microsoft Windows (including 64-bit), Linux
* File servers; Microsoft Windows (including 64-bit), Novell Netware,
Linux & Samba
+ Mail servers and groupware servers: Microsoft Exchange, Lotus
Notes/Domino & Linux (Sendmail, Qmail, Postfix & Exim)

Kaspersky Total Space Security provides integrated protection for corporate networks of any size or level of complexity
from all types of contemporary Internet threats. The solution exercises control over all incoming and outgoing data —
including email, web traffic and all network interactions.The product comprises components for the protection of
workstations and mobile devices, ensuring users secure, fast access to company information, resources, the Internet;

secure communications via email.

Product Highlights

* Integrated protection from viruses, spyware,
hacker attacks and spam at all levels of the
corporate network — from workstations to Internet
gateways

* Proactive protection from the newest malicious
programs

* Protection for mail servers and fileservers

+ Scanning of web traffic(HTTP/FTP)in real-time

+ Scalability

+ Quarantine of infected workstations and blocking
of virus epidemics

* Centralised reporting on system status

Component List
As for Kaspersky Enterprise Space Security, plus:
+ Kaspersky Anti-Spam
+ Kaspersky® Anti-Virus for Microsoft® ISA Server
+ Kaspersky® Anti-Virus for Proxy Server
+ Kaspersky® Anti-Virus for CheckPoint Firewall-1
+ Kaspersky® Anti-Virus for MIMEsweeper
* Kaspersky® Anti-Virus Mobile

Additional Features

* Centralized installation and administration

+ Support for Cisco® NAC (Network Admission Control)

+ Support for hardware proxy appliances

* Intelligent redistribution of resources during full system scans
+ Personal firewall with IDS and IPS

« Security when working on any type of network, including WiFi
* Protection from phishing and spam attacks

* Remote treatment using Intel® Active Management (Intel®
vPro™)

+ Roll back of malicious changes made to the system

+ Self-defense technology from malicious programs for the
antivirus solution

* Full support for 64-bit platforms

+ Automatic updating of databases

Supported Platforms / Operating Systems
* Workstations: Microsoft Windows (including 64-bit) & Linux
* File servers: MS Windows (incl 64-bit), Novell Netware, Linux and
Samba

* Mail & groupware servers: MS Exchange, Lotus Notes/Domino &
Linux

* Internet gateways: MS ISA Server/Squid Proxy Server and
CheckPoint Firewall-1

* Mobile devices: Symbian & Windows Mobile
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Relevant Industry Analyst Quote:

“By the end of 2007, 75% of enterprises will be infected with undetected, financially motivated, targeted malware
that evaded their traditional perimeter and host defenses. The threat environment is changing — financially motivated,
targeted attacks are increasing, and automated malware-generation kits allow simple creation of thousands of variants
quickly — but our security processes and technologies haven't kept up.”

Gartner Key Predictions for IT Organizations in 2007 and Beyond - Dec 2006

Call To Action:
Visit www.kaspersky.co.uk/trials to download your free 30-day trial.
To speak with a Kaspersky Lab representative, call 0870 011 3461 or email sales@kaspersky.co.uk.

Vircom

Kaspersky products available from Vircom
Www.vircom.co.uk
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